


Ruth MOSS NSPCC

“And I’ve often heard people say, ‘But it’s the parent’s responsibility to
keep their children safe online’, and yes it absolutely is, parents need to
do as much as they can, but my message today is parents cannot do
that on their own because the internet is too ubiquitous and it’s too
difficult to control, it’s become a giant”




Delay giving your child a mobile phone as long
as possible.



The Light Phone Il £234

Black and white ‘paper’ screen like a klndle,
which emits no blue light :
A customisable menu which in
alarm, calculator, calendar,
Music player

Podcasts

No internet, social media, email or internet
Currently only compatible in the UK with
Vodafone, Giff Gaff and Three




Nokia 2660 Flip £65

Texts and phone calls

Very long lasting battery

Range of colours

Bright, colourful display (non
pixelated text)

Built in radio and torch

Snake (and Tetris but you need to
pay for the full game)

20:23 Camera only usable for emergencies
SUN, JUN 05
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Snake

Nokia 105 Single SIM
Mobile Phone £20

Talk, text and
wireless FM radio
Amazing battery
life

Torch and snake
game



A child-safe SIM card you
can trust

Keep your little ones close with our call and text-only SIM plans.
Unlimited calls and texts let you stay in contact when it matters most.

With no data at their disposal, you can keep them off the internet until
they're ready too.







| &' 3 technolog taIk /ith your chilc
before giving thdm a device and hav
regularfollow ' talks

Encourage th nen their
technology a u r »- e l..z’g hey
, ' ™

won’t get 18 trou ole oo wrong.
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CELL

USAGE

I will plug my cell phone In my parent's
room by p.m. on school nights
and M. on the weekend,

I will always have my cell phone
turned on when I'm out with friends.

| will always answer call or texts from
my parents,

ETIOUETTE

I will not use my cell phone during family mealtimes
or family time

I will not text or use my cell phone when | am doing
homework or while in school.

Fwill not text or talk on my cell phone while | am driving,

I will not took at my cell phone when talking to someone

In person.

PHONE
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If1 am asked to stop using my cell phone, | will happily do so, 3

CONSEOUENCES

NTRACT

HONOR CODE
I will never message or talk to someone and then
delete or hide it from my parents.

Fwill never opan or view pages that are not
permissible, such as: A

I will never share personal Information such as
name, address, phone number, school, etc.

I will never send, forward or respand to mean
or threatening messages.

Fwill never buy or downlaad anything without
my parents' permission,

L will never give my passwords o anyone BUT
my parents; they will have access to all of my
passwords.

I will never join social media netwaorks without
permission.

Fwill tell my parents immediately if something
on my phone is inappropriats.

L will give my parents access to my phone whenever.

l understand that | risk the following consequences for viclating any of the above.

SIGNATURES

{ understand that a cell phone is a priviiege that | must earn by being responsibyle and trustworthy. | will follow this contract

at afl times

Child:

Parent:

Date:
Date:

I
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Set boundaries
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Have a set time thu ‘child hands
over their phone, make this a d@ily
. = o
routine. 1



Time limits, around an hour
a day is considered enough.
(The young person will likely
go above and beyond to
attempt to bypass
restrictions.)



Download and
explore the apps
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Your child doesn’t own Amobile phone t use.
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IMEI number
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Device information

IMEI

MEID HEX:

MEID DEC:

Serial number




Children should not know the app download
password/touch ID — you need to be in control
of what your child is downloading.

< Settings Touch ID & Passcode

USE TOUCH ID FOR:

iPhone Unlock

Sign In to iTunes Store
Enter the Apple ID password for

Apple Pay

T iTunes & App Store (

Use your fingerprint instead of your Apple ID password
Cancel when buying from the iTunes & App Store.




How to check what has been downloaded
previously/currently installed on a device;

< Account Purchased

Q. Search

Cartoon Network App

Yastarday

Apple Store

FPDays /f

Crunch Fitness
Nov 320, 2012

Ritual - Order Local Takeout
Nov 18, 2019

Chase Mobile™

Nov 15 019

Hopper - Book Flights
& Hotels

Nov 10, 2019

Postmates - Food Delivery
Novy 8, 2079

Geocaching®
Nov 8, 20719

Private Photo Vault - Pic Safe

Nov 8 2ty

Done

Not on this iPhone

OPEN

OPEN

OPEN

OPEN

OPFPEN

OPEN

OPEN

L)

UPDATES

X 4 83% @ 813

My apps & games

INSTALLED LIBRARY BETA

Q.

No problems found 'S

Apps scanned at 12:00 AM

No updates available G
Recently updated (56)
9 Timehop [ OPEN |

O

(

Updated 2 min. ago

Android Wear - Smartwatch

Updated 3 min. ago

OPEN

Google Allo

Updated 3 min. ago

OPEN

Slack

Updated 3 min. ago

OPEN

Chrome Canary (Unstable)

Updated 3 min. ago [ reraticiais
wish - Shopping Made Fun [

Updated 3 min. ago { O
Garmin Connect™ | OPEN
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f your child has their
phone in their bedroom
with them overnight,
you will not know what
they are doing or who
they are communicating
with.



aving shortened sl
negative health imp
metabolic disorder
health conditions.



Children need f
sleep
(9 to 12hrs



Newest Digital Alarm Clock. LED
Clock for Bedroom, Electronic
Desktop Clock with ...

Digital

£9.99
Amazon.co.uk - Amazon.co.uk-Seller

£2.99 delivery

Bush DAB FM USB Radio Dual
Alarm Clock LED Display Bedside
Sleep Timer . Bush ...

£13.99 uUsed
eBay - annapan2019

Free deliv

1

ry

Large Bold Aiarm Clock in Black
with Light Up Face and Snooze
4.3 11

£8.00
gifiware online

Free delivery

Compare prices from S+ shops

e ——

Ankilo Upgraded LED Digital
Alarm Clock, Mirror Bedside
Clock with 8 Optional ...

Digital

£8.99
Amazon.co.uk - Amazon.co.uk-Seller

£4 .49 delivery

LED Alarm Clock IKEA - BONDTOLVAN Alarm

clock, digital/green, 20x8 cm

(5]

n "

£4 00 delivery

PRICE DROP

Aoen Alarm Clock, Large LED
Display Digital Alarm Clock
Snooze Activated Night ...

Duneim Elegant Blush Pink Gold
Alarm Clock

£3.95 delivery



No charging in bedrooms
- have a designated
charging point in a
communal area of the
home (this also gives the
opportunity to do
random phone checks).




Privacy Settings

Jon Fisher

Add Friends

My Story

Tap to add a Snap!

@ CrWStO
]

< Settings

WHO CAN...

Contact Me

View My Story
See My Location

See Me in Quick Add

MORE INFORMATION

Support
Privacy Policy
Terms of Service

Other Legal
ACCOUNT ACTIONS

Clear Cache

Everyone

Contact Me

My Friends
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GOOgle privacy settings instagram guide X
Images Videos Best Iphone News Books Maps Flights Finance

About 974,000,000 results (0.35 seconds)

To make your account private:

1. Tap your profile picture in the bottom right to go to your profile.

2. Tap at the top.

3. Tap Who can see your content.

4. Below Account Privacy, tap to check the box next to Private Account.

5. Tap Switch to private to confirm.

r) Instagram

https://help.instagram.com» .. 3

Privacy Settings & Information - Instagram Help Center

© About featured snippets + @ Feedback



SOCIAL MEDIA
PARENTAL CONTROLS

How do thhe popular apps stack up?>
(Updated August 2023)

Parental Controls Family
(parent account required) Center

Set Account to Public or
Private

CHABLED For
Usors age 1337

Teen can disable account

restrictions




Parental Controls*

*Not a panacea



Apple Screen Time

Allow built-in apps and features

Allowed Apps * You can restrict the use of built-in apps or features. If you

‘ turn off an app or feature, the app or feature won't be
deleted, it's just temporarily hidden from your Home Screen.
For example, if you turn off Mail, the Mail app won't appear
on your Home Screen until you turn it back on.

Mail
Safari

FaceTime
To change your Allowed Apps:
SharePlay

. Go to Settings and tap Screen Time.
Camera

. ) ) . Tap Content & Privacy Restrictions.
Siri & Dictation

Enter your Screen Time passcode.
Wallet

. Tap Allowed Apps.

AirDrop

o s ON =2

. Select the apps that you want to allow.
CarPlay

iTunes Store
Book Store
Podcasts

News

Health

Fitness




oogle Family Link

v4l

Benjamin : Benjamin Parental controls ® i

‘

50 manteS Benjamin's phone SCrean tah Todey

Th 30m used

Apps recommended by teachers Aop activity

fr ors & ¢

g MarcoPolo Ocean Sottings
m Echanation Daily limit

Toontastic 30
: Bedtime

Code Karts

Signed-in devices

° YouTube Kids
BrainPOP Featured Movie N
Google Classroom 0 y School Chromebook

Location sharing

L)

<)

MarcoPolo Ocear

Khan Academy Kids







Xbox Family Settings
Microsoft Corporation

L B B

Free
Screenshots iphone iPad
Easily manage your Set console screen time
children's gaming activities and content filters
on Xbox consoles
Cuws of e wowt
@ Monday
! Yome rorae
l_ —
4 00 PM
e
a0
N

fa) XBOX

Manage your children’s
friends List




Supervise gaming at a glance!
Nintendo Co., Ltd.

#188 in Lifestyle
AAAAE 2

Free

Screenshots irhone ipad

Notify your child
when time's up.

Supervise your child's
Nintendo Switch gameplay.

You can also choose to suspend
gameplay mAcmatically

Nintendo Switch Parental Cont...

Set your console’s
daily play-time limit.

Py Thrw Lot

B My

T w) ST

Track gameplay with
monthly summaries.




Wifi settings

Use the home wifi
settings to your
advantage.

Content filters and
curfew settings can be
easily adjusted via your
online account.

Website categories

Tick the types of websites you
want to block.

Unsuitable for under 18s

v’ Dating (i

v’ Drugs, Alcohol and Tobacco (i

Gambling (i
Pornography (i

Suicide and Seif-Harm (i

A YEASBAYEAY

Weapons and Violence (i
Other types of website
File Sharing Sites (i
Games (|

Social Networking ()

Specific websites

Add websites you want to always block or
allow.

Example: www.national-lottery.co.uk

Block Allow

Save changes




E ﬂ age hobbies
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The best monitoring
app is parent/carer
involvement and
Interest.

i PR



Welcome to CEOP Education

Education from The National Crime Agency's CEOP Education team aim to help protect children and young people from
C‘..E.O_P the National online child sexual abuse.
Crime Agency

We do this through our education programme, providing training, resources and information to professionals
working with children, young people and their families.

| am:

A professional working with
children and young people

8-10
years old

? CLICK CEOP
Respecting me, you, us: building healthy Internot Safety
relationships and creating positive
cultures is a CEOP Education resource for
12 -14 year olds developed in association
with clinical psychologist, Dr. Elly Hanson.

Under 18 and worried about online
sexual abuse?

To report, click to visit the CEOP Safety
Centre.




Child Exploitation and Online Protection command

If you need to hide this site j

quickly, just click here

CEQF Quick exit
_»
“eommand”
Are you worried about online sexual abuse
or the way someone has been
communicating with you online?

Make a report to one of CEOP's Child Protection Advisors
Should | make a report What happens when | How can CEOP help
to CEOP? = make a report? = me? =
If you're worried about online abuse or One of our experienced Child Protection Online abuse affects many children and
the way someone has been Advisors will be there to make sure you young people every day, CEOP has

communicating online, let CEOP know.

get the help that you need.

helped thousands of people in need of
support,




Internet e About us REPORT (sSUE [ Q

matters.org . ONLINE ISSUES ADVICE BY AGE SETTING CONTROLS  GUIDES & RESOURCES NEWS & OPINION SCHOOLS RESOURCES

Helping parents keep their children safe online

Supporting families online

Get expert support and practical tips to help
children benefit from connected technology and

the internet safely and smartly.

@

Internet N
| need help with an online issue

matte rs & o rg | need to report something

| need help setting controls and privacy
settings on a child's device

Search Internet Matters

See new campaign talking to real parents
about managing children's online safety

LEARN MORE




Set boundaries.

Bedroom (or
any location
your child is
alone) =no
devices.

No social media
before 16.

S
Take an active,
consistent and
engaging
interest in your
child’s digital
world and
activities.




Parents and
carers are the
thin blue line
in keeping
their children
safe online

(and offline).

You are the
protectors and
enforcers and
have way more
power than
you realise.




| FIND MYSELF WORRYING MOST
THAT WHEN WE HAND OUR
CHILDREN PHONES WE STEAL
THEIR BOREDOM FROM THEM. AS
A RESULT, WE ARE RAISING A
GENERATION OF WRITERS WHO
WILL NEVER START WRITING,
ARTISTS WHO WILL NEVER
START DOODLING, CHEFS WHO
WILL NEVER MAHKE A MESS OF
THE HKITCHEN, ATHLETES WHO
WILL NEVER HICH A BALL
AGAINST A WALL, MUSICIANS
WHO WILL NEVER PICH UP THEIR
AUNT'S GUITAR AND START
STRUMMING.
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